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AbstractN Dynamic scripting languages such as Ruby provide
language features that enable developers to express ther intent
more rapidly and with fewer expressions. Organizations started
using these languages in order to add enhancements to their
existing applications or create composite applications. Current
research has not yet addressed how security specification and
enforcement can be done for scripting based application
development. To fill this gap, we developed a framework for the
design and facilitation of security. Our approach enables a
business oriented application developer to add high-level security
intentionsto his business processmodel. Theframework supports
the automatic generation of security configuration and
enforcement. As a proof-of-concept, we present an ar chitecture
and report the implementation satus.
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. INTRODUCTION

A composite application is an application making use of
data and functions provided as Web services by service-
oriented applicaion platforms and existing packagedand
custom-built applications. Composite applications combine
these Web services into usage-centric processes and views,
suppoted by its own business logic and speific user
interfaces. In other words, composition enables prefabricated
companents to be reusel by rearrarging them in ever-evolving
applications. Thus, composite applications enable business
scenarios and/or user specific processes spanning multiple
functional areas.

Application software vendors now offer Web service
interfaces to their existing solutions and/or provide service-
oriented application platforms, making cross-system
composite applications much easier to devel op. Some of these
offerings also include tools for composite application
devel opment in languages like Java. While some organizations
develop their composite applications by using these tools,
other organizations, in particular smal and medium
companies use dynamc scripting languaes like Ruby and
Python in order to add enhancements to their existing
applications or create new composite applications. These
languages allow building programs faster and more effectively
in an agile environment than traditional strong-typed

languages Espeially Ruby [28][29] is sfarting to take off. Its
language capallities like suppat for met-programming,
functional features and lambda expressions alow very
effective programming aso for the non-system programme.

One of the main obstacles to building enterprise-quality
(composite) applications in dynamic scripting languages is
related to their missing security frameworks. Because dynamic
saipting languageslack such language security features anc
application security models, script developers are forced either
to ignore seurity or provide progranmatc and
implementation specific security development.

Our work was motivated by the following question: (How
can a business oriented application developer (a non-system
programmer) easily integrate security features into his
applications in development environments, where a) he uses a
dynamic scripting language as the devel opment language, b)
the developer might not be security trained, ¢) the application
needs to be developed in a very short development life-cycle,
and d) the composite application has to enforce the business
driven security palicies of the company where the application
is being devel oped?0

We present a security framework which enables a business
oriented application developer to add high-level security
intenions to his business process model. Intentions represent
application security objectives such as business process
authorization requirements, Web service Quality of Protection
(QoP) requirements etc. The framework facilitates the
automatic generation of security configuration and
enforcement. Our approach associates high-level security
intentions with extendible scripts that are provided as
executable patterns. The security intentions and patterns are
speified using intena security Doman Speific Languaes
(DSLs) [8].

The rest of the paper is structured as follows. Section |1
describes the problem domain and security requirements. We
introduce the security framework in Section I11. In Section IV,
we show a specific architecture which discusses some
framework blocks in detail. Section V summarizes the
implementation status. Section VI is dedicated to related
works. Finally, SectionVIl concludesthe pape and disaus®es
future work.



II.  PrROBLEM DOMAIN AND SECURITY REQUIREMENTS

A. Compoge Apdications& Sewice Comnpostion

We observe three major reuse perspectives for a composite
application: the reuse of data, business logic (incduding
businessprocesss) and use intafaces. In this pgoe we focus
on the reuse of exigting businesslogic. The notion of serviceis
the fundamental abstraction for reuse of coarse grained
business logic. We consider that there are three categories of
services that a composite application development framework
mug contend, as illustrated in Figure 1: backend services
exposaed from backend enterprise agpplications (e.g., ERP);
external B2B services provided by other organizations, and
local services that are built into the composite as local
components.
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Figurel. Composition Environment.

Local services need to be considered, since in many cases
the developer might have to implement some business logic
that is not captured by the existing services nor it can be
captured by just orchestrating those services differently. Some
local services may be built by composite application devel oper
while others may be imported from other component providers
and are installed and run within the composite.

The composite developer may ultimately wish for a
composite or aloca component he has built to be exposed as a
Web service so that it may in turn be used by another
composite.

B. ScriptingBasedCompogte Application Developrent

In one of our related research projects we developed a
saipting framework for composite application devdlopment.
This framework providesan integated modding environment
and saipting languagetha make it eager for a more busness
oriented developer to build new applications from existing or
new building blocks (e.g., services). This framework follows a
modd-basel saipting approach which suppats the complete
specification of composite applications in the form of one
integated modd. Parts of tha modd desaibe the overall daa
model, orchestration of service calls, event management, user
interface etc. as internal DSLs. One of the main gods of this
saipting framework was to suppet the end+o-end
development of composites by providing a family of DSLs.
This means that al necessary logic and configuration to

suppot the compasite can be defined and depgoyed by one
developer in the one toolset in as seamless a fashion as is
possble. Thus the develope is provided with a development
and execution environment for which he doesnOnheed to use
different tools and atstracions that are often usel during the
different software devel opment phases.

Most genera-purpose programmning languages like Jawa
and C# provide platform independence, but they still require
the developer to render implementations of concepts in the
problem domain using fine-grained congructs. This creates a
gap between intent and implementation and causes additional
complexity. In our scripting framework we provide a family of
DSLs that offer abstractions closer to problem domains. Since
the abstractions are more specific, the devel oper requires fewer
construcsto desaibe the businesslogic.

The security framework we present in this pape extends
the existing process scripting framework and demonstrates how
security configuration can be easily handled by a business
oriented devel oper.

C. Security Requirements

Security is one of the quality attributesthat is of the greatest
concern, especidly when developing cross-organizational
composite applications. We diginguish between two kinds
security requirements. methodology related requirements and
technical redlization related requirements.

Methodol ogy related requirements are following:

I From the usability perspective, the greatest challenge
is to provide a simple security specification
mechanism which should bein line with the smplicity
of scripting basd application dexelopment.

I Condgdering the complexity of computing
environments on which composite applications are
running, it is harde for developers to se up security
propely. We need mechanisms which swppat a
modd-driven appoac with the idea of generating
security configurations out of high-level security
intentions [30][2][3][4][6][7]-

I From the secure software engineering perspective, we
need to ensure that there is a close coupling between
the busness process modd and its security
requirements. This would create a condstent state
across al changes in the business process and also
bind the developer closer to the secure application
development pocess[1][3][2].

Technica redization related requirements indude the
access control specification and enforcement, Quality of
Protection (QoP) declaration and enforcement, and distributed
pdicy manageent issues which might be required at different
levels including the business process level, business process
tak level, and service level. These requirements are lised
below:

I Specification and enforcement of authorizations and
authorization congtraints for individual business
process tasks and business process, respectively.



I Specification and enforcement of QoP requirements for
Web savices. QoP regqurements [21][22] define
security/privacy requirements and technical security
capabilities, smilar to assertions and bindings in WS-
SecurityPolicy [22] and policy intents in SCA Policy
Framework [36].

I An automated podlicy configuration mechanism is
required when interacting with backend services.

I Dynamic policy negotiation and policy enforcement
arerequired when interacting with external services.

I Dynamic policy management is required to dea with
pdicy changes during the operationd phasean a cross
organizationd composition scenario where multiple
externa service providers are involved, i.e, a change
in the policy of a service being used by the composite
is adapted without restarting the application.

I Standards compliant security services and policies are
required in orde to swpat intaopaaklity in a
digtributed environment.

I Security APIs which provide an abstraction of low
level Web services security standards.

I A unified usgye of security medanismswhich provide
enterprise level protection for all security aware
applications.

I A unified design of business processes and security
policies[1].

I Trug management infrastudure support for cross
organizafond seviceinteacions [24][13].

Ill.  SECURITY DEVELOPMENT FRAMEWORK

We propose a framework for desgning and facilitating
security in saipting-basel compcsite applications. In the
following sections we discuss the framework building blocks.

A. Security Design

The framework aids the development of composite
applications by defining cetan development tasks to
efficiently specify the security of a composite. Further, the
framework also defines design-time protocol s regarding which
information and security artifacts the different participants
must exchange with the other parties that are involved in the
development process. Defining the dependencies between
development tasks helps organize the design process.

Figure 2. shows the security design part of the framework.
The overall process to model security in the framework is
dividedinto 3 phases. a) the definition phase in which security
objectives are identified, b) the redization pha® in which
means are provided in order to accomplish objectives, and c)
the declaration pha® in which security objectives for
composite gpplication or services are selected and attached as
annotations.
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Figure 2. Security Design Framework.

In the definition phase, first, the product security team
analyses the threats and identifies the associated risks in
business scenarios and related business processes. A systematic
analysis can be done by identifying service interaction patterns
[34] in a sevice-oriented busnessapgication and peforming
threat analysis for individua service interaction patterns. In
order to mitigate risks, the product security team proposes
security solutions which can be cast in security patterns.
Through definition of security patterns these solutions are made
re-usable between different applications. This approach would
also enable a unified usage of security mechanisms across all
applications which need to be secured.

As alagt step of the definition phase, the product security
team defines a set of high-level security intentions which can
be realized with a combination of security patterns. Security
intention definition provides an intention ontology which aims
to enable a unified definition of security objectives across all
teams in the application development life-cycle.

In the redlization phase, the security developer provides
implementations for the patterns. Security pattern definition
and implementation might utilize existing proposals [15].
However, domain-indgpendent paterns often mug be bound to
a spedic contex. When re-usng domaindindependent
patterns, the security development team follows company-
specific rules to adapt their implementations.

The implemented patterns are made available through a
patern repository. This is sugpoarted by a seawrity patern
provisioning process.

In the declaration phase, composite application developers
declare security intentions to be followed by the application.
Application-level intention declarations are used to capture the
security requirements of the application. These declarations
define theintentions appli ed by the compasite in orde to make
interactions with the congtituent parts (eg., locad components,
process tasks, externad Web services) of the composite secure.
For example, when interacting with an externa Web service,



intentions may specify the security requirement to secure al
B2B interactions.

As stated above, the composite developer may wish for a
composite or aloca component he has built to be exposed as a
service. He may want to specify QoP requirements by simply
adding security intentions to his composite and loca
component before exposing them as services. This step is
supported by the service-level intention declaration activity.

B. Security Facilitation

Enabling security for applications in the context of cross-
organizafond compgsites is supated by the framework
through providing a set of runtime security protocols and pre-
built security services.

Figure 3. presents the main protocols used to ensure the
safe execution of composite applications. Protocolsin the start-
up phae ensure the bass for the protocols used in the
erforcemenpha®.

Security Configuration

Start-up
Phase

External Policy Negotiation

Composite
Application
Runtime

External Policy Enforcement

Enforcement
Phase

Local Security Enforcement

Figure 3. Security Facilitation Framework.

Security  configuration happens before executing the
application. The assigned application-level intentions assigned
mug be loadedand sé up intendly for runtime enforcement.
When interacing with backend sevices, the correspading
security configuration must be set up. In order to execute the
services on the backend successfully, sufficient authorization
pemissiins must be in place This requires a pdicy updde
protocol which includes generation of authorization policies
and insation of missng pdicies into the backend pdicy base
When interacing with externd sevices, the required trust
establishment can be achieved by exchanging authentication
and authorization attributes, as discussed in WS-Federation
[24]. Futher, if necessry, trug negatiation can be done as
proposed by [23].

For local security enforcement, the framework provides an
access control mechanism to regulate access to local services
and objects.

External policy negotiation is necessary when composites
use externa services in other security domains. A composite
application (eg., as service consumer) and an external service
(e.g., as service provider) may define ther individua security
requirements (constraints) and security capdilities with
respet to token types, cryptographic algaithms and
mechanisms used. Before engaging an interaction, both parties
need to come to an agreement which specifies a common
policy. This requires a policy negotiation process which
supports merging of policies from two sources [22].

External policy enforcement takes care of enforcing the
common policy for each interaction between both parties. This
requires the modification of the exchanged messages, eg.,
addng a security token to themesage

C. Evaluation

We see our framework as an initid step towards developing
secure scripting applications. The framework may need to be
extended to add other important trust searity and contract
management features which have been intensively studied in
the TrustCoM project [13]. We didn@® address the compliance
reated issues. The work in [16] can be adopted to address
regulatory requirements as sets of compliance rules and their
transformations to concrete policies. We didn® provide an in-
depth study how to peform risk analysis and how to identify
péaterns and declare meaningful intents basel on the andysis
results. The elaboration of this topic is out of scope of this
pape. Fa this pupose the security quality reguirements
engineering methoddogy (SQUARE) [14] may be adopted.
See[15] for adetailed disausson on security paterns.

IV. ARCHITECTURE

In Section Il we presented a general framework for secure
scripting based composite application development. In this
section, we show a specific architecture which exemplifies
selected building blocks of the framework.

The architecture in our view faces especially two design
challenges: (1) providing a family of doman-speific
languages that supports the efficient specification of
application security policies and (2) runtime components for
the enforcement and management of these policies. In the
following sections we present solutions that address these
challenges.

A. Policy Secification

The policies are specified by attaching intentions to the
businessprocesssaipt. For the sakeof undestanding, we give
an example of a concrete business process specification.



The business scripting languageis desgned to efficiently
define the functional parts of composite applications. It is used
to define a process, which conssts of severa tasksthat may in
turn include activities. Tasks may use local services, store loca
datain variables, and invoke external Web services or backend
systems.

o1 process Shipnent
02

03 #Security Annotations

04

05 enforce B2BConfidentiality and B2BIntegrity
06 expose B2BConfidentiality

07 assign roles [manager] to select_carrier

08 constraint select_carrier before book_carrier

10 #Process Specification

12 vari abl es

13 carriers as List

14 rates as Map

15 selected_carrier as Service

16 E

17

18  sequence

19 get_carriers => get_rate =>

20 sel ect _carrier => book_carrier.

21

22 task get_carriers do R .
23 carriers = registry.get_services(CcarrierO
24 end

26 task get_rate do

27 carriers.collect { |carrier]

28 rates << {carrier => carrier.get_rate()}
29

30 end

32 human task sel ect_carrier do

33 t ask_formselection = rates
34 E
35 selected_carrier = task_formresult
36 end
37
38 task book_carrier do
39 sel ected_carrier. book_shi pnent ()
40 end
41 end
Figure4. Scripting-based Process Definition Language

Figure4. depictsa simplified shipment process for selecting
and booking a qualified carrier from a set of potentia carriers.
The selection is done based on the rates sent by carriers for a
given shipment request. The process consists of a sequence of
four tasks defined in lines 18-20. The (et_carriersO tak
selects a set of carriers from the carrier registry after checking
their qualifications based on the shipment request details.
During the Qe rateO task each carier gds a
request for quote (RFQ) and after evaluating the request, each
carrier sends an offer back. The human task Gelect_carrierO
implements the functionality to perform amanual selection of a
carier by a human use. Findly, the (ook_carrierO task
peformsthe booking of a sdededcarrier.

1) Seuwrity Intention Delaration
Security objectives are expressed together with the process
specification in the form of security intentions. Figure 5. shows
the conceptua model used to specify security in the process
model. The definition phase (see Figure 2. ) has provided an

ontology of named intentions and the redization phase has
provided a repository of paterns, each intention is assaiated
with the pattern that implements the enforcement of the
intention.

Intentions are used by declaring annotations in the process
mode, i.e, aprocess may declare a composed set of intentions
to be enforced by using an annotation attached to the process
script. For the sake of simple exposition, we only consider
interaction annotations over aomic intentions which are
composed to an intenion expresson together by using alogica
conjunction. We consder three types of annotations:

a) ServicelnéradionAnndation

A ServicelnteractionAnnotation is used to declare the
externd enforcement pdicies when usng Web sevices. E.g,
when messages are sent out they should be encrypted. This
annotation hastwo sub-types: (1) EnforceAmadation and (2)
ExpogAnrotation.

The EnforceAnnotation enforce <service usage
i ntention expression> statlement declares a policy for
interactions with Web services that are used by the composite.
For example in Figure 4. line 5 we declare enforce
B2BConfidentiality and B2BIntegrity (i.e, SOAP
messages should be encrypted and signed). Therefore, when
executing one of the taskset_rateCor ook_carrierOthat calll
Web services, the SOAP messages sent will be encrypted and
signed.

An ExposeAnnotation is attached by using the expose
<service usage intention expression> daement.
This expression declares policies when exposing the composite
or aloca component as a Web service. For examplein line 6,
the composite is exposed as a Web service which requires
encrypted communication with any service consumer which
may invoke the exposed service.

b) AssignAnottion

An AssignAnnotation is atiached by using the assi gn
<role assignnent intention expression> saement.
This expression specifies which roles are dlowed to execute
the given tasks For example in line 7 with the statement
assign roles [manager] to select carrier, the
developer declares his intent that the task Qdect_carrierOis
allowed to be executed by users that possess the role
QGnanagerQ

c) CongraintAnnotation

A CongraintAnnotation is attached by using the
const rai nt <executi on order i ntention
expressi on> statement. For example in line 8, we declare
constraint select carrier before book carrier.
This means that the task book_carrier mug only be executed
after task sdlect_carrier is completed, i.e, the manager has
sdlected a carier. Additional condraint types such as
sepaation of duty, binding of duty, and role seniority can be
addel, as dscus®d in [10].
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2) Security Pattern Specification

The framework follows a pattern-oriented approach to
implement security requirements. We associate security
intentions with patterns. This means the enforcement of an
intention is implemented by the associated pattern. Associating
intentions with patterns is similar to associaing security
objectives with paterns [26]. When executing an appli cation,
the container (see Section V) finds the correspanding pattern
for a paticular security intention and then foll ows the pattern
implementation to secure the application.

In our approach, security pattems[15] are usal to provide
the technical details for the enforcement of an intention, i.e,
how a certain security concern must be enforced. These
paternsare provided asgeneric security companentswritten by
the container provider or by same other party as pat of a
patern library, which is ddivered with the infragrudure. If
application-specific intentions are not covered, the pre-
fabricated patern implementations can be easily extended
using abstracions provided by our DSL basel pattern
realization.

As pattern implementation should be modular and effective,
we have designed a DSL for security patterns. Many patterns
have a cross-cutting nature (see also [19]), therefore we
decided to provide a DSL with syppat for aspest-oriented
programmning [18]. The idea is similar to providing an aspet-
oriented DSL for transations [20]. Furthermare, as pattern
implementations should be effective, enforcement code in
paternsis written in asaipting language

pattern B2BConfidentiality {
bef oreServi ceSel ection { E }
beforeServiceCall { E }
afterServiceCall { E}

}

Figure6. Example pattern.

In Figure 6. an excerpt of a security pattern is provided. In
our framework, a pattern is a modue that has sewverad entry
points through which the pattern can be invoked to enforce
security. There are different types of entry points used to
trigge a paticular pation of enforcement implementedby the
pattern. For example, (oeforeServiceSelectionO is the entry

point a which the code in the curly brackets is executed, which
hapens before the savice regidry is requestald. In the next
section, we will further discuss how pattern implementations
areinvoked and wha different types of entry pantsare use.

B. Policy Enforcement

The policy enforcement is carried out by a security monitor
which is integrated into composite application container. It
constitutes a design and execution environment for application
development. Figure 7. shows the basic components of the
containg. As mentioned in Sedion 11.B, the container hasan
integrated design time to develop composite applications in a
business scripting language. When a business script is saved,
the script parser processes the script to make it executable by
the execution engine. While executing processes, the process
uses container services, which includes a service registry and a
messaging service. When executing humen tasks, contrd is
passd to the tasklist Ul through which manual taskscan be
completed.

% = Tasklist Ul
End User

Execution Engine

Script Parser

Design time
H

Security Monitor

Other
Services

Service
Registry

Messaging
Service

Container Services

Figure7. Composite Application Container Architecture.

For the integration of the security framework, the script
parser was exended to suppot the declaration of searity
intentions on the process model. Further, a security monitor
companent was introduced. Severa other compments in the
container have been enhanced in order to let the security
monitor observe the execution of processes and interfere where
necessary.

1) Sewrity Monitor

The security monitor has the power to ingpect and change
the state and behavior of other container components (eg.,
pase, mesaying sevice). Behavior is obsaved by events
produced by the components and the relevant stateis accessible
through the context of an event. The security monitor has
access to the process model and its security intention
declarations in order to know what must be enforced. In the
same way, the monitor accesses the pattern repository in order
to know how intentions must be enforced.

As one of its most important tasks, the security monitor
observes process execution through hooks that have been
introduced in the execution engine. Thereby the security
monitor follows the concept of total mediation, i.e, every
security-relevant event in process execution is intercepted by
the monitor. Before the event actualy happens, the monitor
invokes selected patterns, which have the opportunity to check



and update the actua state or may alter the effect of the
intercepted event to enforce security. For this the process
execution engine must know which activities produce which
events, and aso the security monitor must know the composed
set of intentions used for this process.

Each task of a processthat is executed may produce severd
security-relevant events of a certain type. While executing a
task, the process execution engine generates runtime events.
The type of sud an event carespmds to what currently
happens in the task. Before the generated event becomes
effective, it is deferred and deivered to the security monitor,
which then may execute one of the runtime protocol s presented
in Section Il and also may invokes all sdected patterns at the
entry point which correspond to the event type. We consider
following event types:

a) Processmodé chargeevent

This event is generated by the integrated design time when
a process description or its security intention declaration is
altered and saved. In systems that do not have an integrated
design time, an andog event would be generated a deployment
time. At this point, the container executes the security
configuration protocal. In case of this event, there is no relating
pétern entry paint typeto be invoked.

b) Service selection event

This event is generated when a task uses a service registry
to select services of a certain category. This event is needed in
order to be ableto filter the service selection regarding security
requirements.  First, the contaner  triggers  the
(oeforeServiceSelectionOentry points to generate a composed
policy for the composite, which then is used for the service
selection. Next, the container retrieves a list of all services of
the selected category and uses the policy negotiation protocol
from section 111 for each servicein thelist. If no agreed policy
can be found for a service the service is removed from the list.
Finaly, thefiltered list of servicesisreturn to the process.

c) Before servicecall event
Whenever a service call happens, an event is generated. As
well, a context is set up which contains the message to be sent.
Then, the container triggers the (beforeServiceCalO entry
points in the patterns, which may alter the message content
before it isfinaly sent out by the container.

d) After service call event

Whenever a service returns a result, an event is generated
and a context is set up which contains the received message.
Firg, the container triggers the GifterServiceCallO on the
péatern in orde to transform the mesage before its daa is
further usedn the process

€) Human taskexecutdn

Before a human task is executed, this event is generated.
The security monitor checks whether the user has enough
permission to execute the task.

Because enforcement can only happen when an event is
fired, enforcement is limited by what kinds of events are
captured by the security monitor. However, the security
monitor can easily be extended with new types of events.

V. [IMPLEMENTATION

In this section, we present a prototype container that
implements the security architecture. The implementation
comes with a security infrastructure that provides security
services that follow established Web service standard
speificatons. We implemented the container in Ruby. Dueto
space limitations, the paper will not discuss the realization of
process execution engine in detail but only addresses the
realization of security in the container.

In the current implementation, security intentions can be
declared by providing alist of intention names with the process
definition, which we will call Ontention listOin the following.
The @ndO combinator is the only operator to compose
intentions at the current time. More sophigticated combinators
will be provided in the future.

For the current prototype, we assume that intentions
composed do not have any negative interaction, i.e., they do not
interfere with each other so that the enforcement of one
intention contradicts with the enforcement of the other
enforcement. If such negative interactions are possible, the
implementation of the security intention is responsible to desl
with it in such way that there is no negative effect on the
enforcement.

A. Generic Security Services

In a composition environment, as discussed in Section 11,
each service may act as a consumer service and a provider
service. In order to be able to address different security
requirements each service will need a set of security services,
each of which provides a well-defined security functionality.
We implemented following security services for this purpose,
asillustrated in Figure 8. :

I Backend pdicy generator is useal to generate
authorization policies which are used by backend
policy enforcement.

I Backend policy updatr is usel to check whether a
certain policy exists in a backend policy base and
inserts the policy if necessary.

I Policy genegrator is used to generate WS

SecurityPolicy policies from service interaction
annotations.

I Policy matcher matches compatible assertions
between two WS-Security policies, resulting in an
agreed policy.

I Policy registry isused to store and retrieve policies
for external serviceinteractions.

I Token Engne is usal to embed tokens into a
SOAP message and provides the token signature
verification functionality.

I Security Token Service is used to generate a
SAML token.

I CryptoEngine  provides functiondity  for
encrypting, decrypting as well as signing and
verifying SOAP messages.



I Policy Decision Point is used to enforce access
control policies encoded in XACML.

In the subsequent sections we will present how these
services will be used by the runtime policy enforcement.

Runtime Policy Enforcement

Local Service
Enforcement

Extemal Policy
Enforcement

/ \
/N

Token Crypto
Engine Engine

Backend Security
o .

‘ Policy ‘
4\ \

Backend
Policy
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| Policy

i
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I Token N __ | Policy Decision
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|
\
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Policy
Generalor

Policy
Malcher

|
Pollcy

Figure8. Genereic security services.

B. Automaic badkend andlocal seaurity corfiguration

In case of a Qorocess model changeOevent (see Section V),
the backend security policies and loca policies need to be
upchated basal on the authorization requirements of the current
process moddl. The backend policy update process works as
follows. The authorization intentions are extracted from the
processdesaiption and passe to the backend poli cy generatar,
which generatescorrespading XACML [5] pdicies Badend
systems provide a separate Qauthorization policy updaterOWeb
service interface for managing its authorization configuration.
The policy generator passes each generated XACML policy to
the pdicy updder sevice, which is provided by a backend
system as a separate Guithorization policy updaterO Web
service. The policy updater embeds the received policy into an
XACML request, which is then sent to the Policy Decision
Point (PDP) in the backend. The PDP then returns either an
XACML (ramitOreponse or OdayOrespase depading on
whether the received policy exists or not. In the negative case,
the paolicy will be inserted into the policy base by the policy
updater. We implementedthe pdicy updder in Java and used
Sun@ XACML implementation for the PDP functionaity [31].

The local policy update process works in a smilar way
except that the policies will be updated in the local policy base.
These policies are mainly used to enforce authorizetion at the
Ul level.

For the sake of simplicity, we don® consider the revocation
of assigned permissions.

C. Runtime Enforcement

The security monitor, in particular the code for security
event handling, is embkedde into the different companents of
the container, as explained below.

' The desgn time recognizes and handles the
qbrocess modd changeO events and trigge's the
(vackend security configurationO

I The service registry (see Section V) handles all
Qervice sdlectionOevents and triggers the (oolicy
negotiationQ

! The messaging service (see Section 1V) handles
(oefore service callOevents when sending SOAP
messages or respectively handles Gifter service
call Oevents when receiving results.

I The sarvice cal events are handled through
triggeing Gxternd pdicy enforcementO.

' When local service and datais accessed as well as
when the Ul processes a human task executionO
event, Qocal service enforcementQis triggered.

Figure 9. illugrates the runtime enforcement for a shipment
process (see Section V) with a given service interaction
annotation ~ @nforce  B2BConfidentaility and
B2BI ntegrityOand an assgn annotation Qassi gn rol es
[manager] to select_carrierQ The first annotation
expresses that any B2B Web service interaction should be
secured by encrypting and digitally signing the exchanged
SOAP messages. The second annotation expresses that only
users acting in the role of GnanagerOare alowed to sdect a
carrier. In order to enforce these annotations, while executing
each task of the process, the execution engine triggers events
that are reported to the security monitor which will then take
care of the required security enforcement activities.

Tasklist Ul

Authorization
Enforcement
I
B2BConfidentiality + B2BIntegrity | ['assign roles [manager] |
D get_cariers >——» getrale _»——> select_carrier’ >——> book_carrier )>
Backend Policy ‘ ‘ ExlemaIPollcy ‘ ‘

Security Monitor

—
Pattern
Repository

i i
1 1
Policy Extemal Policy
Enforcem

]

Registry

SOAP
Messaging

Ext. Web
Services

Backend

Figure9. Runtime enforcement.

From the security enforcement perspective, the execution of
the task Qyet_carriersOindudes the selection of carriers, for
which there is a mutua agreement between the shipment
process and carrier services. This means that the QoP
requirements B2Bconfidentiality and B2Bintegity of the
shipment process must match the QoP requirements of each
selected carrier. As afirst sep, the policy negotiation processis
peformedacording to the WS-Rolicy [21] speificaton. For
the negotiation, we generate a WS-Policy policy that represents
the high-level QoP requirements given by the intentions. As
well, we update the carrier policies in the policy registry if
necessary in order to cope with changing policies of invoked
services at runtime. The generated policy is then intersected
with al WS-Policy policies of the selected carriers. Policy
intersection is the core function of the negotiation process in
WS-Policy. The intersection identifies compatible policy
altenaives (if any) incduded in both shipment process and
carrier policies. Intersection is a commutative, associative
function that takes two policies and returns a policy which ill
needs to be cleared of al invalid alternatives, as required by



WS-ScurityPdicy [22]. As a next gep, the most appropriate
policy, which is named as the agreed policy, is selected from
all valid alternatives. The policy negotiation is accomplished
by the policy matcher. It first requests available services from
the service registry and then sdlects only the services for which
a non-empty agreed policy has been produced. Spesking in
terms of WS-SecurityPdicy [22] speification, a non-empty
policy would include a confidentiaity assertion and an integrity
assertion. We also assume that an agreed policy indudes a
SAML token assation, pecifying the authorization
requirement of a carrier service. The policy matcher is
implementedin Java and utilizes Apadie WS-Commans Pdicy
[32].

The execution of the task Qyet_rateOrequires Web service
invocations, each of which needs to be regulated based on the
corresponding agreed policy. Before sending out arequest to an
externa Web service, the monitor retrieves required patterns
for each intention listed in the service interaction annotation.
The security monitor executes the patterns in the order as
speified in the annotation by invoking the entry paint
oeforeServiceCalQ The pattern code transforms the actua
SOAP message into a secure message by encrypting and
signing the mesagein orde to fulfill the security obectives
represented by the given intentions. The pattern code adds also
a SAML token into the request, as needed by the agreed policy.
Finally, the security monitor sends a request to the Carrier web
service in the form of a WS-Security encoded SOAP message.

Upon recelving the service requedt, the carrier service
peforms required cryptographic opeations on the SOAP
message and verifies the SAML token. The PDP of the carrier
service then evaluates the service request based on the token
information. In the positive case, arate will be calculated and
embedded into a SOAP message This will be encrypted and
signed, and returned to the shipment requeste.

After receiving the response of the invoked Web service,
the monitor executes the pattern enforcement code of the entry
point GafterSeviceCallO. Thisresutsin verifying the signatue
and decrypting the content.

From the security enforcement perspective, the execution of
the task Qe ect_carrierOrequires an approval step which should
be performed under consideration of the specified role
assignment intention. Execution of the Gelect carrierO task
involves two activities sdection of the carrier in the Ul and
persising the selection result in the backend. This requires a
two-phase access control protocol. Enforcement in the Ul
guarantees that only carrier selection tasks can be seen and
completed by the users acting in the role of GnanagerQ Storing
a selection result may require specia permissons in the
backend systems. Assuming that these pamissons have
already been updated as discussed above in this section,
backend policy enforcement adds a SAML assertion token to
the SOAP message which is then sent to the backend system.
In our example, the SAML token encodes the user role
OGnanagerQ Upon recdving the service request induding the
SOAP messge and the token, the token manage of the
backend system verifies the token and extracts the role
information.

The last process step (hook_carrierO calls the previously
selected carrier service by performing a policy enforcement in
the sameway asit isdone for the task et_rateO

VI. RELATED WORK

To the best of our knowledge, no other security frameworks
for saipting basel composie appliaton developmen exist.
However, some related work on secure software engineering,
model -driven security, secure composition, and security DSLs
in genera isavailable.

In the area of secure software engineering [1] discusses
security issues that arise in the interactions between software
engineering and security. The authors in [1] emphasize the
importance of unifying the design of systems and security
policies.

The secure mediation approach presented in [30] is the
main source of our inspiration for specifying intentions and
generating pdicies from the intentions. [30] proposes the
specification of access authorizations as annotated application
schema declarations. Authorizations policies are generated
from the annotated declarations.

Recent research in the area of UML based model-driven
security followed a similar approab aspresatedin [30]. The
work in [2] shows a model driven security approach which
enables designers specify system models along with their
access control requirements and use tools to automatically
generate system architectures including authorization
permissions and assertions for OCL constraints. The authorsin
[3] disauss a pdicy-driven appoach to adieve effective
management of security policies for applications. [4] presents
an approach which specializes the concept of model driven
architecture to mode driven security by providing a so-called
SECTET framework. Low level secuity requirementsof a
business application are modeled at a higher leve of
abdtraction and merged with the business requirements
modded as platfaom independent modds. Another UML
basel modd-driven security appioad is discus®d in [6]. This
work shows how security configurations for web services can
be generated from the high-level security intents (security
annotations like OntegrityQ attached to UML class diagrams.
The work in [7] proposes a cardidate profile for UML that
presents security-related primitives (intents) as stereotypes that
can be applied to UML eements when working with business
stakdnolders to capture security requirements. Like [6] we use
security intents which are quite similar to the security
primitives presentedin [7] .

In the area of secure composition [9] presents an approach
for modeling security congtraints and a brokered architecture
to build composite Web services according to the specified
security constraints. In [10] the authors show an extension to
the business process orchestration language WS-BPEL [33] in
order to capture the specification of authorization information.
[11] presents a forma mode for consolidating the access
control of composite applications.

Some exigting research has aso addressed the usage of
DSLs for security policy specification and enforcement. [25]



presents SQLj, a domain specific extenson to Java for
developing secure service-based systems.

VIl.  CONCLUSION AND FUTURE WORK

Our approach enables a business oriented application
developer to add high-level security intentions to his busness
process model. The framework supports the automatic
generation of security configuration and enforcement. Our
concept work and implementaion neal to be extended to
provide a more mature DSL for the specification of security
intentions. There is a need to provide a more sophisticated set
of intentions. This will require to extend our current pattern
library. Last but not least, we also need to prove our approach
in realistic scripting based software devel opment environments.
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